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1 Overview 
How and why we use your personal data 

1.1 The PSR respects your privacy and is committed to protecting your personal data. 
The PSR collects and processes personal data that it needs to carry out its statutory 
functions and to operate as a public body, including ensuring that it is staffed 
appropriately.  

This privacy notice will inform you as to how we look after your personal data and 
tell you about your privacy rights and how the law protects you.  

It aims to give you information on how we collect and process your data, including 
any data you may provide through our website.  

It is important that you read this privacy notice together with any other privacy notice 
or fair processing notice we may provide on specific occasions when we are 
collecting or processing personal data about you so that you are fully aware of how 
and why we are using your data. This privacy notice supplements the other notices 
and is not intended to override them.  

This privacy notice does not deal substantively with the processing of personal data 
for job applications.  The FCA carries out Human Resources and recruitment 
functions on behalf of the PSR.  To learn how the FCA handles personal data for job 
applications, read their applicant privacy notice. 

Background  
1.2 Controller – who we are 

The PSR is the controller and responsible for your personal data (collectively 
referred to as "we", "us" or "our" in this privacy notice).  Where the PSR is a joint 
controller with the Financial Conduct Authority (the “FCA”), each controller is 
responsible for its own compliance with the Data Protection Legislation. 

The PSR is a registered data controller under the Information Commissioners Office 
(“ICO”), our registration number is ZA058079. The PSR is a wholly owned 
subsidiary of the FCA. 

We have appointed a data protection officer (DPO) who is responsible for 
overseeing questions in relation to this privacy notice. If you have any questions 
about this privacy notice, including any requests to exercise your legal rights, please 
contact the DPO using the details set out below.  

1.3 Contact details 

Full name of legal entity: The Payment Systems Regulator Limited  

Name or title of DPO: Andy Cobbett 

https://www.fca.org.uk/publication/documents/job-applicant-fair-processing-notice.pdf
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Email address: andy.cobbett@fca.org.uk 

You have the right to make a complaint at any time to the Information 
Commissioner's Office, the UK supervisory authority for data protection issues 
(www.ico.org.uk). We would, however, appreciate the chance to deal with your 
concerns before you approach the ICO so please contact us or our DPO in the first 
instance.  

Andy Cobbett is also the DPO for the FCA. 

1.4 Changes to the privacy notice 

As our services develop we will continue to update and review this privacy notice to 
comply with both the law and your feedback.  

1.5 Third-party links 

The PSR’s website may include links to third-party websites, plug-ins and 
applications. Clicking on those links or enabling those connections may allow third 
parties to collect or share data about you. We do not control these third-party 
websites and are not responsible for their privacy statements. When you leave the 
PSR website, we encourage you to read the privacy notice of every website you 
visit. 

  

mailto:andy.cobbett@fca.org.uk
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2 General Data Processing 
Activities 

2.1 This section addresses our data processing activities for “general” purposes, i.e. for 
purposes other than processing for law enforcement purposes (which is dealt with in 
part 3). 

The personal data we collect about you. 
• Personal data, or personal information, means any information about an 

individual from which that person can be identified. It does not include data 
where the identity has been removed (anonymous data). Depending on the 
purpose and context, we may collect, use, store and/or transfer different kinds 
of personal data about you which we have grouped together as follows: 

• Identity Data includes first name, maiden name, last name, username, or 
similar identifier, marital status, title and date of birth. 

• Contact Data includes billing address, delivery address, email address and 
telephone numbers. 

• Financial Data includes bank account and payment card details and 
information about the financial status of you or your business, including 
ownership structures and shareholdings etc. 

• Transaction Data includes details about payments to and from you. 

• Employment and Education Data includes employment history, absence 
records, schools and universities attended and qualifications. 

• Family Data includes details on family members, dependents and next of kin. 

• Details of complaints, incidents and grievances. 

• Technical Data includes internet protocol (IP) address, your login data, browser 
type and version, time zone setting and location, browser plug-in types and 
versions, operating system and platform and other technology on the devices 
you use to access this website.  

• Profile Data includes your feedback and survey responses.   

• Usage Data includes information about how you use our website. 

Save where specifically required in accordance with our operations and functions 
(as described in more detail below) or in relation to employment issues, we do not 
collect any special categories of personal data about you (this includes details about 
your race or ethnicity, religious or philosophical beliefs, sex life, sexual orientation, 
political opinions, trade union membership, information about your health and 
genetic and biometric data). We may however collect information about criminal 
convictions and offences. Such ‘criminal offence data’ shall be processed in 
compliance with Article 10 of the GDPR. 
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We do not knowingly collect data relating to children. 

How is your personal data collected? 
2.2 Depending on the purpose and context, we use different methods to collect data 

from and about you including through: 

• Direct interactions. You may give us personal data such as your Identity, 
Contact and Financial Data by corresponding with us by post, phone, email or 
otherwise.   

• Third parties, other regulators or public bodies. We may receive personal 
data from other regulators or public bodies or our contractors and may receive 
Technical Data from analytic providers within the EU or based outside the EU, 
such as Google.  Different levels of protection are afforded to data processed 
within the EU and outside of the EU. We shall ensure that all personal data 
received from outside of the EU is subject to appropriate safeguards. 

• Automated technologies or interactions. As you interact with us, we may 
automatically collect Technical Data about your equipment, browsing actions 
and patterns. We collect this personal data by using cookies and other similar 
technologies. We may also receive Technical Data about you if you visit other 
websites employing our cookies. Please see our cookie policy for further details. 

Purposes for which we will use your personal 
data 

2.3 We will only use your personal data when the law allows us to. This section sets out 
a high-level summary of the purposes for which the PSR will process personal data. 
Further detail on the purposes and categories of personal data and lawful basis for 
processing can be found in the section below. Most commonly, we will use your 
personal data in the following circumstances: 

a. Where we need to carry out a task in the public interest or in the exercise of 
official authority, such as where we are carrying out our statutory functions, 
including our monitoring functions. 

b. Where we need to comply with a legal or regulatory obligation such as when 
dealing with Data Subject Requests or requests for information under the 
Freedom of Information Act. 

c. To provide you with any information or services that you ask for, as well as to 
reply to your correspondence. 

d. To maintain a record of our contact with you (as well as keeping track of our 
interaction with you, this helps us identify you if you contact us again and 
therefore provide a better level of service to you). 

e. To identify and analyse issues, risks and emerging trends in relation to the firms 
and markets that we regulate. 

https://www.psr.org.uk/cookies-privacy-and-data-protection
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f. Where we have otherwise obtained your consent. 

Ways we may use your personal data and 
our legal bases for doing so 

2.4 We have set out below, a summary description of the ways we may use your 
personal data, and which of the legal bases we would rely on to do so. Further detail 
in relation to our main areas of work can be found in the specific sections of this 
notice. 

Note that we may process your personal data for more than one ground depending 
on the specific purpose for which we are using your data. Please contact us if you 
need more details about the specific legal grounds we are relying on to process your 
personal data.  

 
Purpose/Activity Type of data we will 

collect 
Lawful basis for processing 

To carry out our statutory 
functions, including our 
regulatory and 
competition functions 
(but not including our 
functions as an employer 
– these are addressed 
separately below) 

(a) Identity 
(b) Contact 
(c) Financial 
(d) Transaction 
(e) Profile 
(f) Employment and 
Education 
(g) Family 
(h) In limited cases, 
Special Categories of 
Personal Data 
 

• To the extent of processing special 
categories of personal data, we rely on 
Article 9(2)(a), (e) or (g) of the GDPR as 
appropriate, that is that the data subject 
has given explicit consent, the 
processing relates to personal data 
which are manifestly made public by the 
data subject and/or processing is 
necessary for reasons of substantial 
public interest.   

• When dealing with Data Subject 
Requests, requests for information 
under the Freedom of Information Act or 
other similar statutory regimes, we rely 
on Article 6(1)(c) (processing is 
necessary for compliance with a legal 
obligation to which the PSR is subject). 

• For all other processing of personal 
data, we rely on Article 6(1)(e) of the 
GDPR, the processing is necessary for 
the performance of a task carried out in 
the public interest or in the exercise of 
official authority vested in the PSR. 

To maintain contact 
details of stakeholders 

(a) Identity 
(b) Contact 
 

• Necessary for public interest (such as 
keeping interested parties informed 
about our work) (Article 6 (1) (e) of the 
GDPR). 
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Purpose/Activity Type of data we will 
collect 

Lawful basis for processing 

Maintaining contact 
details for journalists to 
receive and distribute 
information 

(a) Identity 
(b) Contact 
(c) Profile 
 

• Necessary for public interest (Article 6 
(1) (e) of the GDPR). 

To hold meetings, 
conferences, seminars, 
workshops and other 
PSR events 

(a) Identity 
(b) Contact 
(c) Profile 
(d) In limited cases, 
Special Categories of 
Personal Data 

• Necessary for public interest (such as 
keeping interested parties informed 
about our work and engaged with the 
PSR’s work) (Article 6 (1) (e) of the 
GDPR). 

• To the extent of processing special 
category data, we rely on Article 9(2)(a) 
or (g) of the GDPR as appropriate, that 
is that the data subject has given explicit 
consent and/or processing is necessary 
for reasons of substantial public interest. 
For example, when you register to 
attend one of our events, we may collect 
details about your dietary and 
accessibility requirements. 

To manage enquiries 
and complaints 

(a) Identity 
(b) Contact 
(c) Complaints, 
incidents and 
grievances 
(d) Profile 
(e) In limited cases, 
Special Categories of 
Personal Data 
 

• To the extent of processing special 
categories of personal data, we rely on 
Article 9(2)(a), (e) or (g) of the GDPR as 
appropriate, that is that the data subject 
has given explicit consent, the 
processing relates to personal data 
which are manifestly made public by the 
data subject and/or processing is 
necessary for reasons of substantial 
public interest.   

• For all other processing of personal 
data, we rely on Article 6(1)(e) of the 
GDPR, the processing is necessary for 
the performance of a task carried out in 
the public interest or in the exercise of 
official authority vested in the PSR. 
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Purpose/Activity Type of data we will 
collect 

Lawful basis for processing 

To carry out 
consultations, 
discussions and 
research and gather and 
publish evidence and 
opinions 

(a) Identity 
(b) Contact 
(c) Profile 
(d) In limited cases, 
Special Categories of 
Personal Data 

• To the extent of processing special 
categories of personal data, we rely on 
Article 9(2)(a), (e) or (g) of the GDPR as 
appropriate, that is that the data subject 
has given explicit consent, the 
processing relates to personal data 
which are manifestly made public by the 
data subject and/or processing is 
necessary for reasons of substantial 
public interest.   

• For all other processing of personal 
data, we rely on Article 6(1)(e) of the 
GDPR, the processing is necessary for 
the performance of a task carried out in 
the public interest or in the exercise of 
official authority vested in the PSR. 

To procure suppliers and 
process supplier 
payments  

(a) Identity 
(b) Contact 
(c) Financial 
(d) Transaction 
 

• Necessary for public interest (Article 
6 (1) (e) of the GDPR). 

• Necessary for the performance of a 
contract or prior to entering into a 
contract (Article 6(1)(b) of the 
GDPR). 

To establish, exercise or 
defend legal claims 

(a) Identity 
(b) Contact 
(c) Financial 
(d) Transaction 
(e) Details of 
complaints, incidents 
and grievances 
(f) In limited cases, 
Special Categories of 
Personal Data 

• Necessary for public interest (Article 
6 (1) (e) of the GDPR). 

• Necessary for the performance of a 
contract or prior to entering into a 
contract. (Article 6(1)(b) of the 
GDPR). 

• To the extent of processing special 
categories of personal data we rely 
on Article 9(2)(f) of the GDPR, that is 
that processing is necessary for the 
establishment, exercise or defence 
of legal claims.     

To pass personal 
information to 
accountants, 
consultants, lawyers, 
bankers, auditors, 
insurers and/or other 
professionals for the 
purpose of obtaining 
professional advice 
where appropriate 

(a) Identity 
(b) Contact 
(c) Financial 
(d) Transactional 

• Necessary for public interest. (Article 
6 (1) (e) of the GDPR). 

• Necessary to comply with our legal 
obligations (Article 6 (1) (c) of the 
GDPR). 
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Purpose/Activity Type of data we will 
collect 

Lawful basis for processing 

To administer and 
protect our business and 
the PSR’s website 
(including 
troubleshooting, data 
analysis, testing, system 
maintenance, support, 
reporting and hosting of 
data)   

(a) Identity 
(b) Contact 
(c) Technical 
(d) Profile 

• Necessary for public interest. (Article 
6 (1) (e) of the GDPR). 

• Necessary to comply with our legal 
obligations (Article 6 (1) (c) of the 
GDPR). 

To use data analytics to 
improve our website, 
products/services 

(a) Technical  
(b) Usage  

• Necessary for public interest. (Article 
6 (1) (e) of the GDPR). 

To assist in collecting 
regulatory fees from fee 
payers 

(a) Identity 
(b) Contact 
 

• Necessary for public interest. (Article 
6 (1) (e) of the GDPR). 

• Necessary to comply with our legal 
obligations. (Article 6 (1) (c) of the 
GDPR). 
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Disclosures of your personal data, 
international transfers, data security and 
retention 
Disclosures of your personal data 

2.5 Depending on the purpose and context, we may have to share your personal data 
with Internal Third Parties and/or External Third Parties (as set out in the Glossary in 
part 4 of this privacy notice) for the purposes set out in the table in paragraph 3 
above.  

We require all third parties to respect the security of your personal data and to treat 
it in accordance with the law. We do not allow our third-party service providers to 
use your personal data for their own purposes and only permit them to process your 
personal data for specified purposes and in accordance with our instructions. 

Further detail of when we may share personal information in relation to our main 
areas of work can be found under the specific sections of this notice. 

International transfers 
2.6 Given our role as a regulator, we do occasionally share personal data with other 

regulators, public authorities and law enforcement agencies outside the EU.  Before 
we transfer personal data outside the EU, we deploy robust processes to ensure 
that appropriate safeguards are put in place (for example standard robust 
contractual clauses) to protect any personal data included in such a transfer.  If you 
would like to obtain more details about the safeguards that we have in place with 
regard to any personal data about you that we may transfer to a particular non-EU 
country please contact us. 

Further detail in relation to when we may share personal information regarding our 
main areas of work can be found under the specific sections of this notice 

Data security 
2.7 We have put in place appropriate security measures to prevent your personal data 

from being accidentally lost, used or accessed in an unauthorised way, altered or 
disclosed. Appropriate technical and organisational measures have been put in 
place to protect against unauthorised or unlawful processing and against accidental 
loss, destruction or damage. In addition, we limit access to your personal data to 
those employees, agents, contractors and other third parties who have a business 
need to know. They will only process your personal data on our instructions and 
they are subject to a duty of confidentiality.  

We have put in place procedures to deal with any suspected personal data breach 
and will notify you and any applicable regulator of a breach where we are legally 
required to do so.   
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Where the FCA and PSR are joint controllers, each party will be responsible for 
complying with the Data Protection Legislation.  The FCA and PSR will assist each 
other in meeting their obligations under the Data Protection Legislation, including 
consulting with each other and assisting each other in responding to suspected 
personal data breaches. 

Data retention 
2.8 How long will you use my personal data for? 

Our retention policy sets out how long we hold all information, including any 
personal data used for each of the areas mentioned in this privacy notice.   

Your legal rights  

2.9 Under the DPA 2018 and the GDPR, you have rights as an individual which you can 
exercise in relation to the personal data we hold about you.  For example, you can 
exercise your right to: 

• Request access to your personal data (commonly known as a "data subject 
access request"). This enables you to receive a copy of the personal data we 
hold about you and to check that we are lawfully processing it. 

• Request correction of the personal data that we hold about you. This enables 
you to have any incomplete or inaccurate data we hold about you corrected, 
though we may need to verify the accuracy of the new data you provide to us. 

• Request erasure of your personal data. This enables you to ask us to delete or 
remove personal data where there is no good reason for us continuing to 
process it or where you have consented to us processing your personal data 
and subsequently withdraw this consent and there is no other legal ground for 
us processing it. You also have the right to ask us to delete or remove your 
personal data where you have successfully exercised your right to object to 
processing (see below), where we may have processed your information 
unlawfully or where we are required to erase your personal data to comply with 
local law. Note, however, that we may not always be able to comply with your 
request of erasure for specific legal reasons which will be notified to you, if 
applicable, at the time of your request.  

• Object to processing of your personal data. Where we are relying on a 
legitimate interest (or those of a third party) and there is something about your 
particular situation which makes you want to object to processing on this ground 
as you feel it impacts on your fundamental rights and freedoms. This right to 
object also applies where we are processing your data based on performance 
of a task which we are carrying out in the public interest. You also have the right 
to object where we are processing your personal data for direct marketing 
purposes. In some cases, we may demonstrate that we have compelling 
legitimate grounds to process your information which override your rights and 
freedoms. 

• Request restriction of processing of your personal data. This enables you to 
ask us to suspend the processing of your personal data in the following 

https://www.psr.org.uk/foi-request-form
https://www.psr.org.uk/foi-request-form
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scenarios: (a) if you want us to establish the data's accuracy; (b) where our use 
of the data is unlawful but you do not want us to erase it; (c) where you need us 
to hold the data even if we no longer require it as you need it to establish, 
exercise or defend legal claims; or (d) you have objected to our use of your data 
but we need to verify whether we have overriding legitimate grounds to use it.  

• Request the transfer of your personal data to you or to a third party. We will 
provide to you, or a third party you have chosen, your personal data in a 
structured, commonly used, machine-readable format. Note that this right only 
applies to automated information which you initially provided consent for us to 
use or where we used the information to perform a contract with you.  

• Withdraw consent at any time where we are relying on consent to process 
your personal data. However, this will not affect the lawfulness of any 
processing carried out before you withdraw your consent. If you withdraw your 
consent, we may not be able to provide certain products or services to you. We 
will advise you if this is the case at the time you withdraw your consent. 

2.10 If you wish to find out what personal data, if any, we hold about you or if you wish to 
exercise any of your other privacy rights, you can email us at contactus@psr.org.uk  
To enable us to process your request as quickly as possible, we will need you to 
provide us with some information about yourself. 

Unless an exemption applies which prevents us from doing so, if we do hold 
information about you, in accordance with Article 15 and your right of access 
(described above) we will: 

• give you a description of it; 

• tell you why we are holding it; 

• tell you who it could be or has been disclosed to;  

• tell you how long we intend to keep the information; 

• tell you where we obtained the information (if not from you directly); 

• tell you if any significant automated decisions (i.e. those made by a computer 
and with no human intervention) have been made about you by us; and 

• let you have a copy of the information in an intelligible form. 

If you notice any mistakes in the information that we hold about you, you can ask us 
to correct those mistakes.  You can also ask us to stop holding or using information 
about you, which we will do unless we have genuine and lawful reasons for 
continuing to hold or use it. 

As a public authority, and a regulator which exercises functions of a public nature or 
in the public interest, we are entitled to rely on certain exemptions set out in the 
Data Protection Legislation which may have an impact on any rights request that 
you may make to us. If this is the case, we will clearly explain what the exemption is, 
why it applies and what impact it may have on your rights request. Also, if we are 
processing personal data for a law enforcement purpose, we may withhold 
information from you in certain circumstances, including if we believe that doing so 
is necessary to avoid prejudicing the detection and investigation of criminal offences 

mailto:contactus@psr.org.uk
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If you are interested in learning more about your privacy rights, you can find more 
information on the ICO’s website https://ico.org.uk/for-organisations/guide-to-the-
general-data-protection-regulation-gdpr/individual-rights/  

No fee usually required 
2.11 You will not usually have to pay a fee to access your personal data (or to exercise 

any of your other privacy rights). However, we may charge a reasonable fee if your 
request is clearly unfounded, repetitive or excessive. Alternatively, we may refuse to 
comply with your request in these circumstances. 

Time limit to respond 
2.12 We usually respond to all legitimate requests within one month. Occasionally it may 

take us longer than a month if your request is particularly complex or you have 
made a number of requests. In this case, we will notify you within one month and 
keep you updated.  

How we use your data when you contact us 
regarding a general enquiry  
Here we set out how and why we use personal data to enable us to respond to your 
general enquiries and ensure a high standard of service, whether you have 
contacted us in writing or by telephone. 

The personal data we use 
2.13 When you contact us with a general enquiry, including by email, telephone, letter, 

and electronic contact form, we will ask for and/or use some personal data such as 
your name, email address, phone number and (if corresponding by letter) your 
address. We need this information if you contact us electronically (for example by 
email, webchat or contact form) so that we are able to respond to you. However, if 
you contact us by telephone you are under no obligation to provide any personal 
data to us and you can carry out your call on an anonymous basis. (Though 
anonymous, your call will still be recorded for staff evaluation and training purposes, 
unless you specifically ask for the recording of your call to be paused. You can 
request that the recording is paused at any time during your call.) 

Depending on the reason you contact us, we may also collect other personal data 
about you or other individuals that you may have chosen to provide. 

How we collect personal data 
2.14 People can contact us with a general enquiry in various ways, whether they are a 

firm, consumer or anyone else who wishes to ask us a question or report something 
to us. The homepage of the PSR website has details on how you can get in touch 
with us - including by email, telephone, letter, live web chats and electronic contact 
forms.   

We use a speech and text analytics tool to record, analyse and quality assess all the 
communications made to and from our Contact Us team (including by telephone – 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/
https://www.psr.org.uk/
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see below). We use this tool primarily to train and monitor the performance of our 
Contact Us staff. This ensures that we maintain a high standard of service and have 
an accurate record which can be passed on to other areas of the PSR where 
appropriate. We also use a case management system to record details about our 
contact with you. 

We offer a third-party translation service for individuals when English is not their first 
language. The company that provides this service does not record the calls or retain 
any information about individuals mentioned during the calls. 

Depending on the reason you contact us, we may ask you to provide personal data 
about you or other individuals. 

Why we collect personal data when you contact us 
2.15 Depending on the purpose and context, we may use your personal data for a 

number of important reasons: 

• to provide you with any information or services that you ask for, as well as to 
reply to your correspondence; 

• to analyse the use and performance of our Contact Us function, such as where 
in the country users of our helpline come from, what type of questions they are 
asking, and whether the service was able to give them useful information or 
guidance; 

• to maintain a record of our contact with you (as well as keeping track of our 
interaction with you, this helps us identify you if you contact us again); 

• to quality assess the service provided to you by our Contact Us staff, identify 
any areas for improvement and develop staff training; 

• to identify and analyse issues, risks and emerging trends in relation to the firms 
and markets that we regulate; and 

• to process any complaints made against us by you or relating to our interaction 
with you – any such complaint investigations will be undertaken by our 
Complaints team, not Contact Us. 

The lawful basis for us using personal data in these ways 
2.16 We use this personal data to respond to queries or reports from firms and members 

of the public, and to improve the quality of our service, under Article 6(1)(e) of the 
GDPR (it is necessary for performance of a task carried out in the public interest). 
We do not usually explicitly ask for any special categories of data from people who 
contact us but, depending on the nature of the correspondence and the information 
the individual chooses to give us, it is possible that some special categories of 
personal data may be included in the information that we collect or record. To the 
extent that we do process any special categories of personal data as part of our 
complaints handling work, we do so under Article 9(2)(g) of the GDPR (it is 
necessary for reasons of substantial public interest) and Section 10(3) of the DPA 
2018, in that it meets a condition in Part 2 of Schedule 1 of the DPA 2018. 
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When our Contact Us function shares personal data 
2.17 Our speech and text analytics tool transfers information to be stored on virtual 

servers which can be accessed by third-party technical support teams in the USA 
and India, where necessary and explicitly allowed by us. To ensure that adequate 
protection is in place for any personal data being accessed outside the EU in this 
way, we have implemented robust contractual and security safeguards with the 
third-party provider.It is not intended that any personal data held by the PSR should 
be accessed by the third-party technical support teams in this way. Backups of the 
information are stored on physical servers by the same third party in the UK. If you 
would like to obtain more details about these safeguards in relation to your personal 
data, please contact us. 

Information collected by our Contact Us team: 

• may be shared with the FCA, for example where there is a request under the 
Freedom of Information Act or otherwise in relation to one of the areas where 
the FCA provides the PSR with services. A list of services provided by the FCA 
to the PSR can be found in the Glossary under the definition of Internal Third 
Parties; 

• may be shared with External Third Parties, for example other domestic and 
international regulators where appropriate and required in the context of our role 
as a regulator and public body;  

• is occasionally shared with other third-party providers that assist with specific 
PSR campaigns or act as a supplementary contact point if required; and 

• is occasionally shared with research companies to undertake thematic reviews 
and other research exercises. 

Other than that, the information will be shared by Contact Us internally within other 
areas of the PSR as required, such as the relevant PSR project team and/or teams 
undertaking research and analysis as appropriate. The information may also be 
used by other areas of the PSR, such as by our policy teams, to identify and analyse 
emerging trends and risks and, more generally, to help us to fulfil effectively our 
statutory functions and relevant legal obligations.  

Change of purpose  
2.18 When you contact us with a general inquiry, we will only use your personal data for 

the purposes for which we collected it, unless we reasonably consider that we need 
to use it for another reason and that reason is compatible with the original purpose. 
If you wish to get an explanation as to how the processing for the new purpose is 
compatible with the original purpose, please contact us.  

If we need to use your personal data for an unrelated purpose, we will notify you and 
we will explain the legal basis which allows us to do so. 

Please note that we may process your personal data without your knowledge or 
consent, in compliance with the above rules, where this is required or permitted by 
law. 
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How we use personal data in our surveys, 
consultations, market reviews/studies and 
other research work  
Here we set out how and why we use personal data to enable us to conduct our 
research work. 

The personal data we use 
2.19 The PSR may undertake a range of research work when performing its statutory 

functions, including to advance any of its payment systems objectives.  Such 
research work includes conducting surveys and consultations, issuing discussion 
papers, conducting market reviews or studies, and responding to super complaints.  
In conducting such work, we try to keep our collection of personal data to a 
minimum. We use anonymised data as far as possible and only ask for personal 
data where we believe it is necessary for the purpose of the exercise in question. 

The type of personal data that we typically use as part of our research work is 
normally limited to contact details (of the person completing a PSR information 
request, questionnaire or survey or responding to a consultation or discussion 
paper) and personal views and opinions of consumers and those who submit 
questionnaires, surveys and consultation responses to us. 

We also occasionally, where required for the purposes of a specific project, use 
financial information, dates of birth and location data as part of our research, 
although this is usually either aggregated or pseudonymised by us when used in 
research. 

How we collect this personal data 
2.20 We collect personal data in a variety of ways in order to conduct our research work. 

In order to get a holistic and accurate view of the markets, understand consumer 
behaviour and/or properly identify issues, trends and risks, we collect personal data 
from third parties as well as from individuals directly. 

Below are some examples of how and from where we collect personal data for this 
purpose: 

• information requests, questionnaires and surveys by us and by our third party 
research providers; 

• social media analytics tools which gather information (such as Twitter, 
Facebook, blogs, forums and mainstream media) to analyse real-time consumer 
opinions; and 

• data collection and public consultation and discussion papers for market 
reviews and reports – all of which are published on our website. 
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Why we use this personal data 
2.21 We use this personal data to ensure that we are able to fulfil our statutory functions 

and obligations under applicable law and, in particular, to help us: 

• understand how well particular payment systems, markets or sectors are 
functioning; 

• identify areas of concern, inform our strategic thinking as a regulator and help 
us decide if we need to intervene in any way or publish guidance; 

• manage and prioritise decision making within the PSR in a way which reacts 
appropriately to emerging risks and trends; and 

• build strong relationships with consumer groups, the industry, media and 
stakeholders to reflect our accountability to Parliament, enrich our insight, 
enhance our credibility and maximise our usefulness to the public. 

The lawful basis for us using this personal data 
2.22 Our research work is essential to enable us to understand the firms, systems and 

markets that we regulate and to carry out effectively our statutory functions and 
obligations under EU law as a regulator of payment systems.  

The lawful basis for collecting and using personal data will depend on the specific 
context in which we collect it. If it is necessary for the performance of a task carried 
out in the public interest, we can use this personal data under Article 6(1)(e) of the 
GDPR and Section 8(c) of the DPA 2018.  Where you have agreed to take part in 
PSR research, or responded to a discussion paper or consultation, and agreed for 
us to use your personal information, we may also rely upon the lawful basis of 
consent.   

To the extent that we use any special categories of data in our research work, we do 
so under Article 9(2) (a),(e) or (g) of the GDPR (the data subject has given explicit 
consent, processing relates to personal data which are manifestly made public by 
the data subject or it is necessary for reasons of substantial public interest) and 
Section 10(3) of the DPA 2018, in that it meets a condition in Part 2 of Schedule 1 of 
the DPA 2018. 

Different rules apply to the processing of personal data for certain research and 
statistical work under the GDPR and the DPA 2018. This means that as long as we 
ensure that appropriate safeguards are in place, including adopting technical and 
organisational measures (such as, where possible, pseudonymisation techniques), 
we are entitled to use for research or statistical purposes information that we have 
already collected from you for a different purpose. We would not use personal data 
in this way if it was likely to cause substantial damage or distress to individuals. We 
also do not use this research or statistical data to make decisions about or take 
measures against particular individuals. All our research work is done by us in the 
public interest. 

The rules about research and statistical work in the GDPR and the DPA 2018 also 
mean that certain rights that you may have in respect of your personal data under 
the GDPR (such as the right to restrict or object to processing activity) may not 
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apply to the personal data that we use about you as part of our research work. If you 
would like more information about this, please contact us. 

When we share personal data used to undertake our 
research work 

2.23 Given our role as a regulator, where necessary and appropriate, we may share 
personal data with other regulators, public authorities and law enforcement agencies 
both inside and outside the UK and the EU.  

In most cases, we publish responses to our surveys, consultation papers, market 
reviews/studies and other research work, along with our conclusions and associated 
report, on our website. That said, in the majority of cases and where possible, we 
remove any personal data from the responses and associated reports that we share 
or make public in this way. 

We may also use third-party research agencies and data analytics tools to help us 
with our research work. 

When this personal data is transferred outside the EU 
2.24 It is rare for us to transfer personal data collected as part of a research exercise 

outside the EU. However, as mentioned above, given our role as a regulator we 
occasionally share personal data with regulators, public authorities and law 
enforcement agencies outside the EU. 

We may use third party research agencies, data analytics tools and other third party 
suppliers to help us with our research work. Some of these third parties transfer data 
outside the EU in their provision of services to us. 

Before we transfer personal data outside the EU, we deploy robust processes to 
ensure that appropriate safeguards are put in place to protect any personal data 
included in such as transfer. If you would like to obtain more details about the 
safeguards that we have in place with regard to any personal data about you that we 
may transfer to a particular non-EU country, please contact us. 

How we use personal data in our 
competition work  

2.25 Here we set out how and why we use personal data to enable us to perform our 
competition work. 

The PSR is a concurrent regulator with competition law powers (i) to enforce the 
competition prohibitions under the Competition Act 1998 and in Articles 101 and 102 
of the Treaty on the Functioning of the European Union in relation to participation in 
payment systems, and (ii) to carry out market studies and market investigations 
references to the Competition and Markets Authority under the Enterprise Act 2002 
which relate to participation in payment systems.   
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The PSR also has the power (under the Company Directors Disqualification Act 
1986) to apply to the court for an order disqualifying a director from acting as 
director, if the company of which he is a director has breached competition law. 

Whilst carrying out our competition work or monitoring activity we may be provided 
with your personal information. This may consist of: 

• your name and other identity data; 

• your email address and other contact data; 

• your email or personal correspondence held by the company or business under 
investigation; and/or 

• other personal information held by the company or business under 
investigation. 

The lawful basis for us using this personal data  
2.26 The lawful basis for collecting and using your personal data will depend on the 

specific context in which we collect it. When we are exercising our competition 
functions we use this personal data under Article 6(1)(e) of the GDPR (it is 
necessary for the performance of a task carried out in the public interest) and 
Section 8(c) of the DPA 2018 and, to the extent that we use any special categories 
of personal data or criminal records, under Article 9(2)(g) (it is necessary for reasons 
of substantial public interest) and Sections 10(3) and (5) of the DPA 2018 (it is 
necessary for the exercise of the PSR’s statutory functions and it meets a condition 
set out in Parts 1, 2 or 3 (as applicable) of Schedule 1 of the DPA 2018).   

When we share personal data we hold in relation to our 
competition work 

2.27 There are a number of reasons we may need to share personal data with other 
parties. For example, we may share information with the parties involved in 
investigations and their legal representatives. We may share your personal 
information with other regulators such as the Competition and Markets Authority 
(CMA) or the European Commission (EC), if we are required to do so in accordance 
with the specified purposes. These other regulators will handle any personal 
information sent to them in accordance with their own privacy notices. 

When this personal data is transferred outside the EU 
2.28 It is rare for us to transfer personal data collected as part of our competition work 

outside the EU. However, given our role as a regulator we may occasionally share 
personal data with regulators, public authorities and law enforcement agencies 
outside the EU.  
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How we use your personal data when you 
attend one of our events  

2.29 Here we set out how and why we use personal data when you register or otherwise 
agree to attend a meeting, seminar, conference, workshop or other PSR event. 

Why we collect personal data 
2.30 As a regulator, we hold a range of events from time to time which are necessary to 

carry out our statutory functions in the public interest (such as keeping interested 
parties informed about our work and to assist stakeholders in engaging with our 
work). 

When you register or otherwise agree to attend one of our events, we will collect 
personal information from you, including: 

• Your name; 

• Job title; 

• Your company email address; 

• Company address; 

• Company phone number; and 

• IP address of the device you use to access our website. 

In addition, when you register or otherwise agree to attend one of our events, where 
appropriate, we may also collect details about your dietary and accessibility 
requirements.   

Occasionally photographs and video footage may be taken at our events and used 
for post-event publicity. 

The lawful basis for us using this personal data 
2.31 The lawful basis for collecting and using your personal data is Article 6(1)(e) of the 

GDPR (it is necessary for the performance of a task carried out in the public 
interest) and Section 8(c) of the DPA 2018 and, to the extent that we collect and use 
any special categories of personal data, we would rely upon Article 9(2)(a) (the data 
subject has given explicit consent) and/or Article 9(2)(g) of the GDPR (the 
processing is necessary for reasons of substantial public interest) as appropriate.  

When we share personal data 
2.32 When we hold a PSR event, we will usually share your details (full name, position & 

company name) with other participants.  We may circulate an attendee list in 
advance of the event including a table plan where appropriate. We may also share 
this information with other UK or EU regulators where this is relevant to their work. 
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We may share the attendee list with the venue, where required, such as for security 
and fire regulation purposes.  We may share dietary and accessibility requirements 
with the venue or other parties where necessary for the event. 

How we use your personal data in our 
regulatory fee collection 

2.33 Here we set out how and why we use personal data when our regulatory fees are 
collected from the industry. 

Why we collect personal data 
2.34 Collecting PSR fees allows us to fund our functions to achieve our statutory 

objectives. We will usually collect personal information from you, including: 

• Your name; 

• Your job title; 

• Your company email address; and 

• Your company phone number 

The lawful basis for us using this personal data 
2.35 The lawful basis for collecting and using your personal data is Article 6 1(c) (it is 

necessary under legal obligation) and (e) (it is necessary for the performance of a 
task carried out in the public interest) under the GDPR. 

When we share personal data 
2.36 The FCA process the collection of PSR regulatory fees and so we will share names 

and contact details with the relevant parts at the FCA, such as their revenue team. 
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3 Data processing for 
Regulatory and 
Enforcement Purposes  
Exercising our statutory powers 

This section explains how and why we use personal data when exercising our 
statutory powers to fulfil our regulatory and enforcement functions. 

3.1 Our approach to exercising our statutory powers is to hold industry to account. We 
will take regulatory action if we need to take formal action to regularise industry 
behaviours, in line with our payment system objectives; for example, where we have 
identified areas of regulatory concern and: 

i. the solutions proposed by industry do not take into account criteria or 
measures we have set, or do not satisfactorily address our concerns; 

ii. industry or individual regulated parties are behaving in a way which could run 
counter to our existing directions; 

iii. progress against any priorities we have set for industry is too slow; or 

iv. the outcomes we expect to be delivered, in relation to those priorities, are not 
being delivered satisfactorily. 

We monitor industry progress closely and ensure that our approach remains fit for 
purpose in light of changes in the market, law and regulation. 

We will use enforcement action where appropriate in response to industry 
behaviours which are either contrary to, or have fallen short of, our expectations and 
to deter future compliance failures. For example, where industry or individual 
participants are failing to comply with requirements of domestic or EU legislation for 
which the PSR is the competent authority, including failure to comply effectively or 
on time with directions that we have given; 

In order to ensure that we are properly able to perform our regulatory functions and 
advance the payment system objectives we also have powers to gather information, 
and conduct formal investigations (‘Investigations’).  

Not every regulatory concern or suspected compliance breach that we become 
aware of will result in the use of our formal information gathering and investigative 
powers. We may also gather information and make enquiries of regulated parties on 
an informal basis. 

Likewise, not every use of our formal information gathering and investigative powers 
results in us taking regulatory or enforcement action. The way in which we process 
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personal data will depend on the nature of our Investigations and the outcomes 
which we decide are most appropriate.   

Where the making of enquiries or an Investigation relates to either a regulatory or 
civil matter, processing is subject to the GDPR. Processing in the context of a 
criminal investigation or proceedings will be subject to provisions of the DPA 2018, 
which implements the LED into UK law. The PSR is a competent authority for the 
purposes of the LED and the DPA 2018. 

Processing personal data 
3.2 Examples of the ways in which we may process personal data when carrying out our 

regulatory and enforcement functions include: 

• gathering and analysing information such as consumer complaints, 
whistleblowing information, communications and market monitoring data; 

• issuing information requests, on either a voluntary basis or using our formal 
information gathering powers and receiving the responses to these; 

• conducting an investigation and exercising, through appointed Investigators, 
additional information gathering powers; 

• managing projects where there is a prospect of taking regulatory action and run 
enforcement cases, including evidence analysis and storage in line with our 
statutory obligations, preparing project/case documentation, and managing 
proceedings before the PSR’s Enforcement Decisions Committee, other 
tribunals, appeal bodies, and civil or criminal courts; 

• engaging with parties who are the subject of enquiries/an investigation being 
conducted by us, including evidence-gathering, fulfilling disclosure obligations 
and holding discussions to agree appropriate outcomes; 

• in the case of enforcement action into a suspected compliance failure, making a 
determination about that failure, considering appropriate sanctions and 
calculating penalties; 

• fulfilling money laundering reporting obligations; 

• cooperation with domestic and overseas authorities; and 

• publishing outcomes resulting from regulatory or enforcement action. 

The information that we have provided in this notice (particularly in relation to 
sharing information with third parties) is not exhaustive. If you want to understand 
more about how we use personal data or you have any particular questions about 
our enforcement processing activities, please contact us. 

The personal data we use 
3.3 Given the nature of our work, we use a variety of personal data (including special 

categories of personal data and criminal offence data) to exercise our enforcement 
functions and we may access a variety of personal data in the course of performing 
our regulatory and enforcement functions, which may include: 
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• names, addresses, contact details, dates of birth, National Insurance numbers; 

• racial or ethnic origin; 

• employment history; 

• location data; 

• online identifiers, including IP addresses, cookie identifiers from third party 
websites; 

• criminal records and allegations of criminal offences  

• information relating to a person’s health; 

• information relating to a person’s economic identity, including credit ratings, 
financial information and banking records; 

• an individual’s political opinions or religious and philosophical beliefs; and 

• an individual’s personal views and opinions, including recordings and 
transcriptions of interviews undertaken as part of an investigation. 

As an organisation, we have robust policies in place to ensure that we do not use 
more information than we need. In the case of our enforcement work, it is often 
necessary to have a broad range of information to enable us to effectively and 
efficiently meet our responsibilities as a regulator and law enforcement authority, 
including detecting and investigating offences. 

How this personal data is collected 
3.4 To fulfil our enforcement functions, we collect personal data from a variety of 

sources as described below. 

From subjects of enquiries and Investigations 
3.5 To perform our regulatory and enforcement functions, we may begin by requesting 

specific information from subjects of investigations. We may also rely on information 
that has previously been provided to the PSR, including information which we have 
compelled persons to provide (using our statutory powers), information which 
persons have provided voluntarily, and information which persons are obliged to 
report to us. 

From government departments and other public authorities 
such as regulators and the police 

3.6 We may receive information as part of our enquiries and investigations and 
intelligence and law enforcement work through our cooperation arrangements with 
other authorities, both domestic and overseas.  

From other third parties 
3.7 We may receive or request information from a variety of third parties to perform our 

functions. Given the nature of our work, it is often necessary to pull together a lot of 
information to ensure that we are able to identify and act when regulatory or 
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enforcement action is required. Examples of other parties and sources that we could 
receive information from include: 

• consumers and whistleblowers; 

• consumer bodies; 

• social media, third party websites and commercial databases; 

• credit reference agencies; and 

• third party contractors. 

Why we use this personal data 
3.8 We use this personal data to enable us to carry out the specific regulatory and 

enforcement functions for which we are legally responsible. These duties arise 
under various statutes such as the Financial Services (Banking Reform) Act 2013; 
the Competition Act 1998 and in Articles 101 and 102 of the Treaty on the 
Functioning of the European Union in relation to participation in payment systems; 
the Payment Services Regulations 2017; the Payment Card Interchange Fee 
Regulations 2015; and the Payment Accounts Regulations 2015. Our duties include 
the ability to take regulatory action and to take enforcement action under regulatory, 
civil and criminal law.  We have the power to conduct competition Investigations into 
businesses which may be acting anti-competitively 

The lawful basis for us using this personal data 
3.9 We use this personal data under Article 6(1)(e) of the GDPR (it is necessary for the 

performance of a task carried out in the public interest) and Section 8(c) of the DPA 
2018 and, to the extent that we use any special categories of personal data or 
criminal records, under Article 9(2)(g) of the GDPR (it is necessary for reasons of 
substantial public interest) and Sections 10(3) and (5) of the DPA 2018 (it is 
necessary for the exercise of the PSR’s statutory functions, it meets a condition set 
out in Part 2 of Schedule 1 and we have an appropriate policy in place for such use). 

We may also use personal data for law enforcement purposes under Section 
35(2)(b) of the DPA 2018 (it is based on law and is necessary for the performance of 
a task carried out by us for that lawful purpose) and, to the extent that we use any 
special categories of personal data, under Section 35(5) (it is strictly necessary for 
law enforcement, it meets a condition set out in Schedule 8 of the DPA 2018 and we 
have an appropriate policy in place for such use). 

When we share personal data we hold for enforcement 
purposes 

3.10 There are a number of reasons we may need to share personal data with other 
parties. For example, we share information with the parties subject to our enquiries 
and Investigations and their legal representatives. We may also share personal data 
with overseas regulators and/or domestic law enforcement bodies (such as police 
authorities and the National Crime Agency) and with other relevant organisations 
(such as Interpol, the Home Office, HMRC and overseas authorities with similar 
functions). In some circumstances, where appropriate, we may choose to share this 
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information (for example, for the purposes of furthering an Investigation) and in 
others we are obliged for legal reasons to share the information. In the case of 
competition Investigations, it would be usual to share the information with relevant 
competition authorities.  

In the majority of cases, the law allows us to share this information without obtaining 
the consent of the individuals involved. Where the law does require this, we ensure 
that adequate consent is obtained in accordance with the GDPR and the DPA 2018. 

When personal data is transferred outside the EU by us for 
the purposes of exercising our statutory powers 

3.11 Given the international nature of our work, where necessary and appropriate we 
may share personal data with third parties, most commonly regulators and law 
enforcement agencies, outside the EU. We will only transfer personal data outside 
the EU if permitted by the GDPR or DPA 2018. We have robust processes to ensure 
that appropriate safeguards are in place to protect any personal data included in 
such transfers. If you would like to obtain more details about our procedures for 
transferring personal data to countries outside the EU, please contact us. 

Learn about your rights 
3.12 Under the GDPR and the DPA 2018, individuals have a number of rights relating to 

their personal data. Given the sensitive nature of our investigations work, and the 
risk of prejudice to our enquiries/Investigations and individuals involved in them, we 
consider it will often be appropriate to apply the provisions of Data Protection 
Legislation that permit us to limit data subject rights in certain circumstances, for 
example to safeguard regulatory functions or to avoid obstructing or prejudicing 
criminal investigations. In each case we assess whether such a restriction is 
appropriate. 

Read more about your rights and how to exercise them in the PSR Privacy Notice: 
Your legal rights section above. 
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4 Glossary 
Item Definition 

Comply with a legal 
or regulatory 
obligation 

means processing your personal data where it is necessary for 
compliance with a legal or regulatory obligation that we are subject to. 

Controller 
means someone that makes decisions about how and why they process 
your personal data.  The controller is responsible for making sure it is used 
in accordance with the Data Protection Legislation. 

Data Protection 
Legislation 

means the GDPR and the DPA 2018 (as amended, updated or re-enacted 
from time to time). 

Data Subject 
Request 

means a request made by, or on behalf of, a data subject in accordance 
with rights granted pursuant to the GDPR and DPA 2018 to access their 
personal data.  

DPA 2018 means the Data Protection Act 2018. 

GDPR means the General Data Protection Regulation (EU 2016/679). 

LED means the Law Enforcement Directive (EU 2016/680). 

Public interest 
means processing your personal data for the performance of a 
task carried out in the public interest or in the exercise of official 
authority vested in us. 

Processing 

means any operation or set of operations which is performed on personal 
data or on sets of personal data, whether or not by automated means, 
such as collection, recording, organisation, structuring, storage, adaptation 
or alteration, retrieval, consultation, use, disclosure by transmission, 
dissemination or otherwise making available, alignment or combination, 
restriction, erasure or destruction. 

Pseudonymisation 
means the process of distinguishing individuals in a dataset by using a 
unique identifier which does not reveal their “real world” identity. 

Special 
categories 
of personal 
data 

means processing of personal data revealing racial or ethnic 
origin, political opinions, religious or philosophical beliefs, or 
trade union membership, and the processing of genetic data, 
biometric data for the purpose of uniquely identifying a natural 
person, data concerning health or data concerning a natural 
person’s sex life or sexual orientation, as defined in Article 9(1) 
of the GDPR. 
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Item Definition 

Internal Third 
Parties 

The FCA, acting either as joint controller with the PSR or as 
processor based in the UK, provides services to the PSR, 
including in relation to the following: 

• IT and system administration services; 

• Printing and reprographics; 

• Mail and courier services; 

• Estate management, physical security and meeting rooms and 
conference suites; 

• Corporate protection and resilience/business continuity; 

• Cyber resilience; 

• Advice and support on information disclosure, including processing 
requests for information under the Freedom of Information Act and Data 
Subject Requests related to the PSR and processing and managing 
suspected personal data breaches on our behalf. The PSR will 
generally remain the decision-maker in such cases. Where the FCA and 
PSR are joint controllers, each party will be responsible for complying 
with the Data Protection Legislation.  The FCA and PSR will assist each 
other in meeting their obligations under the Data Protection Legislation, 
including consulting with each other and assisting each other in 
responding to Data Subject Requests and suspected personal data 
breaches; 

• Management accounting; 

• Procurement; 

• Human resources; and 

• Other back office services to ensure the effective operation of the PSR.  

External Third 
Parities 

• Other regulators, public authorities and law enforcement agencies in the 
UK and EU, such as the Bank of England, the Competition and Markets 
Authority and the European Commission.  On rare occasions, it may 
include other regulators, public authorities and law enforcement 
agencies outside the EU.  

• Service providers acting as processors based in the UK and Hungary, 
India and the USA who provide IT and system administration services. 

• Professional advisers acting as processors, joint controllers or, in the 
case of external counsel, data controllers, including accountants, 
consultants, lawyers, bankers, auditors and insurers based in the UK 
who provide accountancy, consultancy, legal, banking, audit and/or 
insurance and similar services. 

• HM Revenue & Customs, regulators and other authorities acting as 
processors or joint controllers based in the UK who require reporting of 
processing activities in certain circumstances. 

• Service providers such as media firms, regulators, survey conductors, 
travel co-ordinators, and cyber security companies.   
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